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The 昀椀gures vary, but experts agree that cybercrimes, 
including DDoS attacks, have been increasing in scale and 
frequency since the start of the pandemic. One 昀椀gure 
speculates that DDoS attacks alone increased by 341% 
during the 昀椀rst year of the pandemic.1 

With more people than ever working from home, the average business’s 

network is far more distributed than ever before in a time when people rely 

on the Internet more than ever. As a result, today’s cyberthreat landscape 

has become extremely complex and cybercriminals are 昀椀nding smarter 
ways to attack the systems we all rely on. 

DDoS attacks are just one of the ways cybercriminals are halting business 

and hurting organizations. Simply put, DDoS attackers operate by sending 

large quantities of tra昀케c to a target system using a network of “botnets” or 
malware-infected Internet-connected devices. The goal of these attacks is to 

take the target’s website or network o昀툀ine for a period of time, rendering 
their service unavailable. 

Today’s attackers can take down entire websites in this way for as little 

as $10.2 In contrast, DDoS attacks cost a business an average of $30,000 

hourly.3 With billions of Internet-connected devices around today, amassing 

a botnet army with the capability to take down websites is accessible to 

even the most entry-level cybercriminal. 

Before equipping your business with the right solution, it’s important to 

understand what your risk is, what kinds of attacks you should protect 

against, the DDoS protection options available, and what it will cost you. 

This guide will take you through the 昀椀ve questions to ask before purchasing 
DDoS protection.
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Any company 
in any industry 
can become 
the victim of a 
DDoS attack.

In short, there are a lot of reasons that you could become a victim of a DDoS attack. The reason you’re 

a target may even be no reason at all. It’s important to consider yourself at risk of this common form of 

attack, even if you don’t think there’s a reason you’d be targeted.

1. Could my business become the target 
of a DDoS attack?

The simple answer is, if your business is online, you could become the target of a DDoS attack. Companies 

across industries are 昀椀nding themselves the target of DDoS attacks.

The reasons for carrying out these kinds of attacks vary. Here are a few reasons 
why you might 昀椀nd your business the victim of a DDoS attack: 

Competition

Your competitors may hire 

someone to carry out a 

DDoS attack to down your 

site in an attempt to send 

people to theirs and gain 

your business. 

Caught in  
the cross昀椀re

Sometimes you get hit 

incidentally as part of a broader 

attack on your upstream 

provider, or misattribution of 

data to your IP space. Even 

though you aren’t the intended 

target here, it will quickly 

become your problem.

Extortion

Attackers could carry out 

an attack for the sake of 

昀椀nancial gain. In some cases, 
attackers will demand a 

ransom, often in the form of 

untraceable cryptocurrency, 

in exchange for your site.

Distraction

DDoS attacks are sometimes a 

diversion for other, more harmful 

forms of attacks like data theft.

Controversy

If you’re selling something 

or supporting a message 

someone disagrees with, 

this could be grounds for 

an attack.
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2. What’s at risk if my business falls 
victim to an attack?

There are four main ways a DDoS attack can impact your business. 

1. Disrupted business continuity 
If your website is down, legitimate tra昀케c from potential customers won’t be able to 
reach you. If your business relies on your website to operate, DDoS attacks can have a 

serious negative impact. What’s more, restoring your site will take time and money. Day-

to-day operations could take hours to get back up and running. 

2. Financial and business loss  
Most obviously, you can lose money from lost business. In the short term, if customers 

can’t reach your site they may become frustrated and take their business elsewhere. 

It’s possible that you could lose these customers for good. One study found that 88% of 

online customers won’t return to a website after a bad experience.4 

 

What’s more, DDoS attacks can impact your site’s search engine rankings. This makes it 

more di昀케cult for legitimate users to 昀椀nd you on search engines.  
 

Secondly, if you 昀椀nd your business the victim of a ransom DDoS attack, you may be 
paying even more to get your site back up. 

3. Damaged reputation  
Needless to say, falling victim to any kind of cybercrime doesn’t fare well for your 

business’s reputation. Not only may customers 昀椀nd themselves frustrated with a 
downed website, they also may question if they can trust you with their data. Although 

data theft is not the goal of DDoS attacks, these attacks call into question your security 

level as a whole. 

4. Vulnerability to a bigger attack  
If you’re pooling your resources to handle a DDoS attack, you may 昀椀nd your business 
vulnerable to another style of cyberattack. It’s important to always remain vigilant and 

keep an eye out for strange activity across the network, especially in the wake of an 

attack.

If customers 
can’t reach 
your site they 
may become 
frustrated 
and take 
their business 
elsewhere.
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3. What kind of DDoS attack could my 
business be targeted with?

Your website certainly needs protection, but protecting your web presence is only step one. Less visible 

systems that are accessed via the public Internet like your phones, VPN remote access, and door access 

controls can also fall victim to attacks. DDoS attacks can take aim at di昀昀erent network layers, so it’s 
important to protect your network in a holistic way. 

There are three main types of DDoS attacks that cybercriminals use on their targets: 

1. Volumetric attacks 
The goal of this style of attack is to overwhelm the target’s bandwidth with a high 

volume of botnet tra昀케c, keeping legitimate tra昀케c from accessing the network. These 
kinds of attacks are immediately obvious to the victim and other upstream providers 

and are sometimes a cover-up for a larger cybercrime. 

2. Protocol attacks 

These attacks target vulnerabilities in layer 3 and 4 protocol communications 

infrastructure like 昀椀rewalls and web servers by exhausting them with malicious 
connection requests. These attacks are often overlooked as they’re less obvious. 

3. Application-layer attacks 

This style of attack aims to consume server and network resources by capitalizing on 

weaknesses at the application layer (layer 7). The targets here are software or cloud-

based web applications. These kinds of attacks are among the most highly publicized 

and common and are di昀케cult to prevent. 

Because these three types of attacks target di昀昀erent components of the network, it’s critical to protect 
your website presence plus your network and applications.

It’s important 
to protect your 
network in a 
holistic way.
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4. What type of DDoS protection is right 
for my business?

So now you know what attackers can target, how do you protect your business from 
DDoS attacks? 

At a basic level, you’ll want to have excess bandwidth available to you in case attackers try to overwhelm 

your existing web resources with illegitimate tra昀케c. That way, you can keep the lights on even in the face 
of an attack. 

There are two ways you can protect against these kinds of attacks: 

1. Purchase extra bandwidth  

The 昀椀rst option would be to have extra bandwidth on deck in case of tra昀케c surges to 
help outscale attackers. This won’t prevent a DDoS attack from happening, but it could 

buy you some time to strategize in the face of an attack. 

2. Use a CDN  

A Content Delivery Network, or CDN, will also allow you to outscale the bad guys by 

redirecting tra昀케c to global servers to o昀툀oad some of the tra昀케c and make surges  
more manageable. 

 

These options will help create a cushion around your existing capacity and o昀昀er some protection 
against volumetric attacks, but won’t protect you against DDoS attacks on network or application-layer 

technologies. 

In addition, 昀椀rewalls are sometimes cited as a way to add protection. However, 昀椀rewalls are not su昀케cient 
to combat DDoS attacks, but they do protect against some cyber attack activity. DDoS attack activity has 

grown to the point where a specialized solution is needed to combat it. 

DDoS attack 
activity has 
grown to the 
point where 
a specialized 
solution is 
needed to 
combat it.
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There are two types of solutions that can help guard against more sophisticated 
attacks: on-premises and o昀昀-premises.

On-premises DDoS protection solutions

This kind of solution refers to hardware that’s positioned inside the network and is a powerful opponent 

to attacks on the premises of the organization. These are best used by large organizations with a majority 

of their workers working and operating company equipment on-site. They’re also best suited for regulated 

industries like healthcare and 昀椀nance that face restrictions against moving IT workloads to the cloud and 
organizations that own and operate their own existing data centers. 

Pros: 

§ Great protection on-premises

§ More operational control

§ Low latency

§ Meets regulatory requirements

Cons: 

§ Size and bandwidth constraints

§ Require manual deployment

§ High ownership costs

§ Labor and maintenance costs

§ Poor protection against network-

layer attacks

On-premises 
DDoS 
protection 
solutions are 
best for large 
organizations 
operating  
on-site.
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O昀昀-premises DDoS protection solutions

There are two main types of o昀昀-premises DDoS solutions:  
network-based and cloud-based. 

Network-based 

These solutions provide ISP-based o昀昀-premises protection against network-layer attacks. 
They provide a good supplement to on-premises protection or additional capacity, 

depending on the organization’s needs. 

Cloud-based 

These solutions do not require any hardware and o昀昀er great application-layer protection 
o昀昀-premises. This kind of solution is preferable for organizations with a dispersed workforce 
that typically works o昀昀-premises and those who are moving to the cloud or operate mainly 
from the cloud. 

Pros: 

 § Little to no hardware is required. 

 § Managed and maintained by 

DDoS protection professionals. 

 § Lower cost compared to on-

premises solutions with 昀氀exible 
subscription packages. 

 § Scalable bandwidth. 

 § Great application-level 昀椀ltering. 

Cons: 

 § Latency can be a drawback 

since all tra昀케c is routed 
through the provider.

Most organizations will 昀椀nd an o昀昀-premises solution to be the better option. However, if your 
organization requires a combination of both, it’s possible to deploy a hybrid solution to provide both the 

scale of o昀昀-premises solutions and the latency of on-premises ones. 

O昀昀-premises 
DDoS 
protection 
solutions 
provide low 
cost, scalable, 
fully managed 
protection for 
any kind of 
business. 
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5. How much will DDoS
protection cost?

Di昀昀erent types of solutions are associated with di昀昀erent costs and cost structures.

1. Content Delivery Network
Using a CDN can cost anywhere from a few hundred to a few thousand dollars

depending on how many terabytes of additional capacity you need. This should be

included in your budget if you have a website presence for baseline protection.

2. O昀昀-premises
Cloud and network-based solutions often involve monthly subscriptions tiered based on

tra昀케c and usage. In general, you can expect to pay a couple thousand dollars a month
on this kind of service, depending on the vendor and the level of coverage you need.

3. On-premises
As previously mentioned, on-premises solutions are much more expensive to set up

and maintain. On-premises solutions typically involve expensive hardware that costs

well over $100,000, lending to high start-up costs. In addition, teams that install on-

premises solutions require on-site support and maintenance and dedicated sta昀昀 to
manage devices and equipment, adding to the cost of management. This is all not to

mention the cost of utilities like power, networking, and cooling needed to keep on-

premises solutions running.

It’s tough to say with con昀椀dence what exactly you will end up paying for, but if you do fall victim to a DDoS 
attack, it will undoubtedly cost you.

Budget is a top 
consideration 
for every 
organization.
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Dependable network-based DDoS 
Protection from Zayo

Zayo’s network-based DDoS Protection service is available to any customer with Zayo Internet service. 

Activating Zayo DDoS Protection is fast and seamless – all you need to do is send a list of protected IP 

addresses to get started. 

Once you begin your service with us, you’ll be able to enjoy all of the bene昀椀ts of Zayo DDoS 
Protection including: 

Mitigation at the core of our network and the peering edge. 
Our solution leverages our Tier-1 network and 30Tb+ of peering capacity. 

Latency-free protection for normal tra昀케c. 
Since our solution sits inline with our network and tra昀케c is monitored as it enters the network 
in its peering edge routers, there is no redirection of tra昀케c through a monitoring device not in 
the direct tra昀케c 昀氀ow. 

Filtering through global scrubbing centers. 
Illegitimate tra昀케c is removed at our scrubbing centers allowing only clean tra昀케c to 昀椀lter 
through to you. 

Insights from our customer portal. 
This includes real-time tra昀케c analysis, enhanced reporting, and solution management. 

24/7/365 support from our knowledgeable experts. 
Our cybersecurity experts are available to answer any questions you have and can help 

optimize your security solution to your business’s unique needs.

You can learn more about our DDoS 
Protection solution at  
zayo.com/solutions/ddos-protection

The time to 
protect your 
business 
against the 
growing DDoS 
threat is now.

http://Zayo.com/solutions/ddos-protection/
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