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Abstract
Whether it’s the ebbing pandemic or the recent Russian invasion of 
Ukraine, the events of the last two years have shone a light on how 
vital network infrastructure is to a safe and functioning society. CIOs 
have long viewed communications infrastructure to be as essential 
as power and water — and now the world does, too. As that public 
awareness grows, so does the pressure on CIOs to keep their networks 
up, no matter what.
 
As communications infrastructure providers, we at Zayo must meet 
the moment for our CIO customers: ensure the network not only stays 
up amidst unplanned events like a pandemic or a political conflict, but 
that it’s secure from cyberattacks (and delivers speed  
and performance).

Like our CIO customers, Zayo keeps a keen eye on key factors:

Supply chain issuesRegulatory changes Geopolitical forces Natural disasters
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President Biden recently signed a bill massively increasing funding to the Cybersecurity 
and Infrastructure Security Agency1. The bill also mandates that communications and 
other critical infrastructure industries report cybersecurity incidents promptly for the 
purpose of Federal-level coordination on incoming attacks. Last year, Biden also issued 
an executive order warning about the onslaught of these sophisticated attacks against 
federal and private infrastructure2. 

The NSA has detailed specific and actionable guidance for network operators to take3, 
urging that “Zero Trust” network principles may be the only viable mode of operation in 
the future. Pushing towards these high standards now should obviously be top priority 
at all levels of communications infrastructure, and in fact, the CISA and Department of 
Homeland Security are in constant conversation with all Tier 1 providers about these and 
other on-going security concerns. 

It stands to reason that CIOs list security management as their top area of investment  
for 20224.

Increasing regulatory  
scrutiny around 
network security

CIOs list security 
management as their  
top area of investment 
for 2022.
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The network is 
dependent on the 
supply chain…

…and the supply chain 
is dependent on the 
network

But often, building further network security is limited by existing hardware. This can 
be further inhibited by supply chain issues. The recent chip shortages, for example, 
illustrate not only how a pandemic can hurt production, but also how deeply networks 
depend on supply chains to continue to grow5. Other more essential supplies like energy 
or fuel for backup generators can have a more immediate effect on network up-time.

Anne-Marie Scott, director of manufacturing and industrial sales at Google Cloud, points 
out that, in the wake of the pandemic, there’s also an inverse relationship to consider 
here: supply chains are increasingly dependent on network infrastructure6. “2022 will see 
manufacturers digitalise their logistics systems and streamline their supply chains,” she 
says, “to future-proof themselves against further disruptions.” Scott says AI and machine 
learning will be essential in this planning.
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Geopolitical factors 
can have direct 
effects (or be 
bellwethers)
In a Worldwide Threat Assessment report7 published January 2019, the 
U.S. Director of National Intelligence outlined in unambiguous terms the 
rising threat of cybersecurity attacks to our national infrastructure and the 
strategic importance of protecting against them. The conflict in Ukraine  
has since made this more clear. DDoS attacks and mass malware 
infiltrations were the precursor to physical violence before the war began8. 
Russian and Ukrainian hackers targeted each other’s communications, 
governmental and media infrastructure —  some even took down 
government web services on both sides. Mostly these cyberattacks amount 
to potshots, or at best logistical disruptions in comparison to the permanent 
damage caused by physical warfare, but the cost to keep a hacker farm up 
and running is much cheaper than supporting a standing army. There’s little 
doubt that we expect much more of this political cyber battling between 
nations in the future.

06



0707

Natural disasters 
can cause major 
network disruptions
Let’s not forget that networks are also susceptible to climate. As usual 
weather patterns are disrupted and significant natural disaster events 
become more common, communications reliability can suffer. Loss 
of power to access points, or to homes to power devices, severed or 
damaged backhaul equipment… any missing link in the chain could cause a 
communications blackout9. Hurricanes Harvey and Irma not only knocked 
out power and water,  they took down telecommunications infrastructure, 
hampering rescue efforts. These disasters underscored the imperative 
to further invest in U.S. infrastructure capacity and resources — with 
telecommunications infrastructure being a priority10.
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Find out how you can stay ahead of business demands.
Connect with us: zayo.com/products/ddos-protection 

About Zayo
Zayo Group Holdings, Inc. provides mission-critical bandwidth to the world’s most impactful 
companies, fueling the innovations that are transforming our society. Zayo’s 126,000-mile 
network in North America and Europe includes extensive metro connectivity to thousands 
of buildings and datacenters. Zayo’s communications infrastructure solutions include dark 
fiber, private data networks, wavelengths, Ethernet, dedicated internet access and datacenter 
connectivity solutions. Zayo owns and operates a Tier 1 IP backbone and through its CloudLink 
service, Zayo provides low-latency private connectivity that attaches enterprises to their public 
cloud environments. Zayo serves wireless and wireline carriers, media, tech, content, finance, 
healthcare and other large enterprises. For more information, visit zayo.com.
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Resilient networks 
are essential
As we study these events, we can learn from them11. At Zayo, we 
understand that keeping the network up isn’t just about keeping 
business running — it can be a matter of safety, security, life or death. 
Which is exactly why we continue to invest in hardening and expanding 
our fiber network, ensuring that vital communications infrastructure 
never goes down.
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